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1. Go to “Start” -> “Control Panel” -> “View network status and tasks”.
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% Change the theme
: Change desktop background
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2. Choose “Manage wireless networks”.
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View your basic network information and set up connections

Manage wireless networks &: L& 0 See full map
Change adapter settings
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Change advanced sharing (This computer)
settings
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ad.bth.se Access type: Internet
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Change your networking settings
ﬁ- Set up a new connection or netwerk
= Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; er set up a router or access point.
fs. Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN netwark connection,
d Choose hemegroup and sharing options
Access files and printers located on other network computers, or change sharing settings,
See also @ Troubleshoot problems
FiomeGatn Diagnose and repair network problems, er get troubleshooting information.
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3. Select “Add” and then “Manually connect to a wireless network”.
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Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed pakm

Adapter properties  Profile types  Network and Sham‘l
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How do you want to add a network?

< an existing network and saves a profile
know the network name (5510} and

for the networl
security key (if applicable).

o~ Createan ad hoc network
® This creates a temporary network for sharing files or an Internet connection
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4. “Network name” should be eduroam. "Security type” is set to WPA2-Enterprise and
"Encryption type” is AES. Also select “Connect even if network is not broadcasting”.
Click "Next”.

@ 2! Manually connect to a wireless network

Enter information for the wireless network you want to add

Metwork name: edurcam "':::=

Security type: [WPM-Enterprise '] "':::=
Encryption type: AEs v| —m—

Security Key: Hide characters

Start this connection automatically

[¥] Connect even if the network is not broadcasting -
Warning: If you select this option, your computer's privacy might be at risk.
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5. Next page will tell you that you have succeeded, but there are a few more things that need
to be configured. Click “Change connection settings”.

U 2! Manually connect to a wireless network

Successfully added eduroam

= Change connection settings
Open the connection properties so that I can change the settings.
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6. The first tab shows what you have already filled in. Under the tab ”Security” choose
“Advanced Settings”.

7. Under the “802.1X setting” tab select “Specify authentication mode:” and in the drop-down
list choose “User authentication”.
Click “OK”.

rAdvanced settings

s c—
802.1X settings | 802,11 settings

Specify authentication mode:

[User authentication '] [ Save credentials ]

Delete credentials for all users

[T]Enable single sign on for this network

@ Perform immediately before user logon
Perform immediately after user logon

Maximum delay (seconds): 10

| Allow additional dialogs to be displayed during single
sign on

| This network uses separate virtual LANs for machine
and user authentication
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8. Now your back to the”Security” tab choose ”Settings”.
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edurcam Wireless Network Properties @

security

Security type: [WPAZ—Enterprise V]

Encryption type: [AES ']

Choose a network authentication method:
[Microsof’t: Protected EAF (FEAF) ﬂ ’ Settings ]
[¥] Remember my credentials for this connection &

time I'm logged on

Advanced settings

[ CK J[ Cancel ]

9. Inthe window ”Protected EAP Properties” select ” Validate Server Certificate”.

10. Choose “DigiCertAssured ID Root CA” under "Trusted Root Certification
Authorities”. If “AddTrust External CA Root” is not in the list, choose “UTN-
USERFirst-Hardware”.

11. Then proceed with ”Configure” next to ”Secured password”

Egenskaper far Protected EAP

M&r jag ansluter:

Bekrafta serverns identitet genom att verifiera certifikatet

|| anslut till fsliande servrar {exempel: srv1;srveZ;, =\ srv 3\ com):

Betrodda rotcertifikatutfardare:

[] addTrust External CA Root ~
[] Baltimore CyberTrust Root
[J certum ca

[J certum Trusted Network CA
[ 1cla Public Prima ertifisation Authority

Meddelanden fére anslutning:

Meddela anvandaren om servernamnet eller rotcertifikatet inte hi ~

V&lj autentiseringsmetod:
Skyddat lésenord (EAP-MSCHAP v2) ~ | N konfigurera...
Aktivera snabb dteranslutning

[]Koppla ifrdn om servern inte erbjuder kryptobindnings-TLY
[] Aktivera Identitetsskydd
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12. Under "EAP MSCHAPv2 Properties” the choice ”Automatically use my Windows logon
name and password (and domain if any)” should be unselected.

F ™
EAP MSCHAPV2 Properties o

When connecting:

Y omatically use my Windows logon name and
geword (and domain i any).

13. Select “OK” three times to get out of configuration.

ALk Additional information is needed to connect eduroam. * *
"= Click to provide additional information.

14. At the bottom right, left of the wireless network icon, a yellow/white text box will show up
with the heading ”Additional information is needed to connect eduroam”. Click on it, and a
login window will appear.

Windows Security

Metwork Authentication

Please enter user credentials

|I | wuxi@hkrse
I-. ’ -------------liiiiiiil

15. ”User name” is your e-mail, (XxX.XXxx@hkr.se or xxx.xxxx@stud.hkr.se)
16. ”"Password” is your regular password. Then click OK.
17. You should now be connected to eduroam.



